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Source: https://www.youtube.com/watch?v=Qs4OcQNOM34&list=PL18A5A2C4BD2BBB11
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https://www.youtube.com/watch?v=Qs4OcQNOM34&list=PL18A5A2C4BD2BBB11


Let’s talk about
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We are already nodes of a global network

• IoT network resilience to cyber 

attacks

• Individual as a Data cluster

• Privacy
• Real cyber threats

• Influencing human behavior

The Internet of Things

“The Internet of Things (IoT) is the interconnection of uniquely identifiable embedded computing 

devices within the existing Internet infrastructure. Typically, IoT is expected to offer advanced 

connectivity of devices, systems, and services that goes beyond machine-to-machine communications 

(M2M) and covers a variety of protocols, domains, and applications. Things, in the IoT, can refer to a 

wide variety of devices such as heart monitoring implants, biochip transponders on farm animals, 

automobiles with built-in sensors, or field operation devices that assist fire-fighters in search and rescue.” 

Wikipedia



IoT forecast

5

• There are expected to be more than 64B IoT devices 

worldwide by 2025 (Business Insider, IoT Analytics, Gartner, 

Intel)

• 127 new IoT devices connect to the internet every second 

(McKinsey Global Institute)

• IoT has the potential to generate $4T to $11T in economic 

value by 2025 (McKinsey Global Institute)

• The industrial internet of things (IIoT) market is predicted to 

reach $124B in 2021 (Forbes, i-Scoop)

• Spending on IoT Endpoint Security solutions will increase to 

$631M in 2021. (Gartner)
• The IoT in Banking and Financial Services market size is 

expected to grow to $2.03B by 2023 (Markets and Markets)

The Internet of Things
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Internet of Things (IoT) connected devices installed base worldwide from 2015 to 2025 (in billions) –

Source Statista 2019
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• The Italian IoT market continues to grow reaching 

a value of 5.0 billion euros, with an increase by 35% 

compared to 2017.
• The growth of the Italian market is in line with that 

of the other western countries, where it fluctuates 
between + 25% and + 40%.

• The Smart Metering and Smart Asset Management 

solutions for the utilities are confirmed on main 

segment of the Internet of Things, with 28% of the 
market and a value of 1.4 billion of euros (+ 45%). 

• The second most developed area is the Smart 

Cars, 70% of vehicles registered in 2018 are 

equipped with a system SIM or bluetooth
connection since production.

Sorgente - Osservatorio Internet of Internet of Things - Politecnico di Milano
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Sorgente - Osservatorio Internet of Internet of Things - Politecnico di Milano



Threat actors

Threat actors adopt even more sophisticated TTPs

Lorem ipsum dolor sit amet, 
consectetur adipisicing elit, sed do 
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• Kaspersky’s honeypots had spotted 105 million 

attacks coming from 276,000 unique IP 
addresses in H1 2019 

• The number of attacks is nearly nine times more 

than the figure for 1H 2018 when only 12 million 

were detected, originating from 69,000 IP 
addresses.

• Devices in China were most affected by attacks, 

accounting for 30% of infections in the first half of 

the year, followed by Brazil (19%) and Egypt 

(12%).

• Top Source countries China, US, Russia (F-Secure)

Attacks against IoT devices 

Lorem ipsum dolor sit amet, consectetur 
adipisicing elit, sed do eiusmod tempor
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IoT is dramatically enlarging our attack surface

http://www.kaspersky.co.uk/%E2%80%8E
https://blog.f-secure.com/attack-landscape-h1-2019-iot-smb-traffic-abound/


• Of the 2.9 billion hits in H1 2019, 2.1 billion were on 

TCP ports.

• Traffic to port 445 was the next most prevalent in H1 

2019, representing SMB worms and exploits such as 

Eternal Blue.

• Attacks on SSH port 22 came in third, representing 
brute force password attempts to gain remote 

access to a machine, but also IoT malware, which 

uses SSH as well.

• The majority of the remaining traffic was to UPD port 
1900, with 611 million hits. 1900 is commonly used for 

scanning to determine if the target is running UPnP, 

or plug-and-play devices, used in DDoS botnets.

Attacks against IoT devices 

Lorem ipsum dolor sit amet, consectetur 
adipisicing elit, sed do eiusmod tempor
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IoT is dramatically enlarging our attack surface



• DDoS attacks

• Botnets and malware based attacks

• Spam campaigns

• Weakening perimeters (Objects not designed 

to be internet-connected)

• Data Breaches

• Surveillance

• Inadvertent breaches

How to exploit a IoT device?

Lorem ipsum dolor sit amet, consectetur 
adipisicing elit, sed do eiusmod tempor
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IoT is dramatically enlarging our attack surface

Computational capabilities, increasing 

capabilities of microcomputers and Internet 
connection makes IoT devices a privileged 

attack tool for hackers. 



• Wearable devices collect a huge amount of personal 

data as well as surrounding environment information.

• Significant impact on privacy rights of these 

technologies will require a careful review.

• Great concern for Health-related sensitive data (i.e. 

Medical devices and fitness apps).

• Confidential information and easily disclose it to third 

parties. 

• A Threat for enterprise perimeter.

Individuals as data cluser

Lorem ipsum dolor sit amet, consectetur 
adipisicing elit, sed do eiusmod tempor
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We are a node of a global network



The OWASP Internet of Things Top 10 - 2018

The project walks through the top 

ten security problems that are seen 

with IoT

Lorem ipsum dolor sit amet, consectetur 
adipisicing elit, sed do eiusmod tempor
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The OWASP Internet of Things Project is designed to help manufacturers, 

developers, and consumers better understand the security issues associated 

with the Internet of Things, and to enable users in any context to make better 

security decisions when building, deploying, or assessing IoT technologies.

•I1 Weak Guessable, or Hardcoded Passwords

•I2 Insecure Network Services

•I3 Insecure Ecosystem Interfaces

•I4 Lack of Secure Update Mechanism

•I5 Use of Insecure or Outdated Components

•I6 Insufficient Privacy Protection

•I7 Insecure Data Transfer and Storage

•I8 Lack of Device Management

•I9 Insecure Default Settings

•I10 Lack of Physical Hardening
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• A ThingBot is a botnet consisting of devices within the 

Internet of things.

• Vulnerable or infected appliances that are connected 

to the Internet can potentially pose a risk to corporate 

networks (Kaspersky).

• Number of attacks against Routers, SmartTV, network-

attached storage devices, gaming consoles and 

various types of set-top boxes is increasing.

• Many set-top boxes  runs on embedded linux or apache 

operating systems of ARM-like microcomputers.

Botnets are already a major threats …

Oops … my refrigerator is sending spam messages



Spike (Sep. 
2014)

Mirai (Sep. 
2016)

Brickerbot
botnet (Apr. 

2017)

Amnesia (Apr. 
2017)

Linux.ProxyM
(Dec. 2017)

Satori (Dec. 
2017)

Mirai Okiru
(Jan. 2018)

DoubleDoor
(Feb. 2018)

OMG Mirai 
botnet

(Feb.2018)

Satori (May
2018)

Wicked Mirai
(May 2018)

Chalubo (Oct. 
2018)

Torii (Sep. 
2018)

Hide and Seek
(Sep. 2018)

FreeRTOS (Oct. 
2018)

Shellbot (Nov. 
2018)
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Some notable IoT botnets

2014 - 2018

https://securityaffairs.co/wordpress/28642/cyber-crime/spike-botnet-runs-ddos.html
https://securityaffairs.co/wordpress/50929/malware/linux-mirai-elf.html
https://securityaffairs.co/wordpress/57839/malware/brickerbot-botnet-iot.html
https://securityaffairs.co/wordpress/57803/malware/iot-amnesia-botnet.html
https://securityaffairs.co/wordpress/66537/malware/linux-proxym-iot-botnet.html
https://securityaffairs.co/wordpress/67040/malware/satori-botnet-mirai-variant.html
https://securityaffairs.co/wordpress/67742/malware/mirai-okiru-botnet.html
https://securityaffairs.co/wordpress/69063/malware/doubledoor-iot-botney.html
https://securityaffairs.co/wordpress/69449/malware/omg-botnet.html
https://securityaffairs.co/wordpress/72651/hacking/satori-botnet-mass-scanning.html
https://securityaffairs.co/wordpress/72640/malware/wicked-mirai.html
https://securityaffairs.co/wordpress/77353/malware/chalubo-ddos-iot-bot.html
https://securityaffairs.co/wordpress/76659/malware/torii-iot-botnet.html
https://securityaffairs.co/wordpress/76579/malware/hns-botnet-targets-android.html
https://securityaffairs.co/wordpress/77294/iot/freertos-flaws.html
https://securityaffairs.co/wordpress/77722/malware/shellbot-botnet.html
https://securelist.com/honeypots-and-the-internet-of-things/78751/
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Some notable IoT botnets

Cayosin
(Jan. 2019)

TheMoon
(Feb. 2019)

Silex (Jun. 
2019)

Miori (Jul. 
2019)

ARES (Aug. 
2019)

AirDropBot
(Sep. 2019)

Gucci (Oct. 
2019)

Roboto
(Nov. 
2019)

2019

https://securityaffairs.co/wordpress/80858/cyber-crime/cayosin-botnet-mmd.html
https://securityaffairs.co/wordpress/80603/malware/themoon-botnet-service.html
https://securityaffairs.co/wordpress/87609/iot/silex-malware-bricks-iot-devices.html
https://securityaffairs.co/wordpress/88303/malware/miori-botnet-new-c2-protocol.html
https://securityaffairs.co/wordpress/90624/malware/ares-iot-botnet.html
https://securityaffairs.co/wordpress/91905/malware/linux-airdropbot-malware.html
https://securityaffairs.co/wordpress/91942/malware/gucci-iot-bot.html
https://securityaffairs.co/wordpress/94169/malware/roboto-p2p-botnet.html
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Mirai botnet

Mirai botnet … a milestone in the thingbot evolution

• In August 2016 Malware Must Must Die team reported in 

exclusive to Security Affairs the discovery of the Mirai bot.

• ~800Gbps (Arbor’s annual report).

https://securityaffairs.co/wordpress/50929/malware/linux-mirai-elf.html
https://securityaffairs.co/wordpress/50929/malware/linux-mirai-elf.html
https://www.arbornetworks.com/images/documents/WISR2016_EN_Web.pdf
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IoT Botnets

Source Kaspersky Report

https://securelist.com/iot-a-malware-story/94451/


• Demand of connectivity for the Internet of Things (IoT) 

exploding.

• The global network must be able to securely and efficiently 

handle all these connections.

• Every single connection could make networks vulnerable. 

• Every connected device has a network address. Internet 

Protocol (IPv6) extends the addressing space

• DNS will play an even more central role with the diffusion of 

M2M connections.

• Organizations will need to improve security and prevent 

DDoS and cache poisoning attacks.

Lorem ipsum dolor sit amet, consectetur 
adipisicing elit, sed do eiusmod temporCyber Threats and 

Security Challenges

Securing the IoT world
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• IoT devices communicate among themselves with little 

human interaction, mutual authentication is a crucial 
aspect of the paradigm. 

• Prevent leakage of personal information and harmful 

actuating tasks by means of peer authentication and 

secure data transmission.

• PKI-based solutions could help to secure exchanging 

information across the Internet and mutual authenticate 

the actors. 

• PKI is already being used to address problems similar to 

the ones the Internet.

Lorem ipsum dolor sit amet, consectetur 
adipisicing elit, sed do eiusmod temporCyber Threats and 

Security Challenges

IoT and PKI
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PKI could help to improve security of the Internet of Things



NIST

• Core Cybersecurity Feature Baseline for Securable IoT Devices (Draft NISTIR 8259), is not a set of rules 

for manufacturers to follow. 

• Rather, it is voluntary guidance intended to help promote the best available practices for mitigating 

risks to IoT security. It complements the recent publication of Considerations for Managing Internet of 

Things Cybersecurity and Privacy Risks (NISTIR 8228)

ETSI

• ETSI TS 103 645 - CYBER; Cyber Security for Consumer Internet of Things

ENISA

• Good Practices for Security of Internet of Things in the context of Smart Manufacturing

Lorem ipsum dolor sit amet, consectetur 
adipisicing elit, sed do eiusmod temporCyber Threats and 

Security Challenges

Urgency of Standards for cybersecurity
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https://csrc.nist.gov/publications/detail/nistir/8259/draft
https://csrc.nist.gov/publications/detail/nistir/8259/draft
https://www.nist.gov/news-events/news/2019/06/connecting-iot-device-check-out-new-nist-report-cybersecurity-advice
https://www.etsi.org/deliver/etsi_ts/103600_103699/103645/01.01.01_60/ts_103645v010101p.pdf
https://www.enisa.europa.eu/publications/good-practices-for-security-of-iot
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• Keep the firmware of your devices up to date.

• Always change preinstalled passwords. Use strong 
passwords.

• Reboot a device as soon as you observe a suspect 

behavior.

• Keep access to IoT devices restricted by a local 

VPN, allowing you to access them from your 

"home" network, instead of publicly exposing them 

on the internet.

• Monitor your network with detection and response 

technology to catch malicious actors already in 

the network
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• The IoT is propelled by an exceptional convergence of 

trends (mobile phone ubiquity, open hardware, big data, 
the resurrection of AI, cloud computing, 3D printing and 

crowdfunding). [Techcrunch]

• We’re rapidly evolving toward a world where just about 

everything will be connected.

• Privacy and security must be addressed.

• Growing Business opportunity for startup and big 

companies.

• Number of cyber attacks will rapidly increase.

• IoT devices are a privileged target of cyber attacks



Thank you
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Pierluigi Paganini is a member of the ENISA (European Union Agency 
for Network and Information Security) )Threat Landscape Stakeholder 
Group, member of Cyber G7 Workgroup of the Italian Ministry of 
Foreign Affairs and International Cooperation, Director of the Master in 
Cyber Security at the Link Campus University.
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Editor-in-Chief at "Cyber Defense Magazine", Pierluigi is a cyber 
security expert with over 20 years experience in the field, he is Certified 
Ethical Hacker at EC Council in London. The passion for writing, and a 
strong belief that security is founded on the information sharing lead 
Pierluigi to launch the security blog "Security Affairs" recently awarded 
as the Best European Personal Security Blog.
Author of the Books "The Deep Dark Web“ “Digital Virtual Currency 
and Bitcoin” and “Digging the Deep Web: Exploring the dark side of 

the web”,

Ing. Pierluigi Paganini

Chief Technology Officer & Founder Cybaze SpA.

Founder Security Affairs

http://securityaffairs.co/wordpress

pierluigi.paganini@securityaffairs.co

Pierluigi.paganini@cybaze.it

https://www.enisa.europa.eu/
http://www.cyberdefensemagazine.com/
http://securityaffairs.co/wordpress
http://securityaffairs.co/wordpress
mailto:pierluigi.paganini@securityaffairs.co
mailto:Pierluigi.paganini@cybaze.it
http://securityaffairs.co/wordpress/

